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Lessons from the Post-Totalitarian Transformation 
of Intelligence Services 

Aida Alymbaeva and Philipp H. Fluri  

The reform of intelligence and state security services in the ‘new’ democracies 
that emerged since the end of the Cold War has remained under-documented 
and under-analyzed for a long time. This is especially true for smaller countries. 
Whereas this fact certainly can be explained with the sensitive nature of the busi-
ness, the lack of data resulted in important lacunae for understanding these ser-
vices, and obviously also for lessons to be drawn from the transformation pro-
cesses. This special issue of Connections intends to fill some of the gaps. The 
editors are delighted to present studies on transformation processes in the 
structures, legislation, management, and oversight of intelligence and state se-
curity services in Hungary, Indonesia, Poland, the South African Republic, and 
Ukraine.1 

Various contributors felt encouraged to share data and analysis on ongoing 
processes of intelligence reform and the evolution of surveillance. Whereas the 
security of states and alliances remains the main challenge for the established 
services in democratic states, surveillance technologies have been developed 
and deployed for business and private use. The dimensions and importance of 
such commercial surveillance programs do not seem to be sufficiently under-
stood, and therefore remain unrestrained by national legislation and govern-
mental oversight. This collection also presents forward-looking analysis on pos-
sible consequences and governance challenges of pandemic surveillance and 
“surveillance capitalism.” 

 
1  Three early contributions, respectively on the post-Cold war intelligenece reforms in 

the Czech Republic, the Slovak Republic, and Latvia, were published in the Summer-
Fall 2019 edition of Connections: The Quarterly Journal, https://doi.org/10.11610/Con 
nections.18.3-4.  

https://doi.org/10.11610/Connections.18.3-4
https://doi.org/10.11610/Connections.18.3-4
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Authors offer their views on lessons to be learned in transforming and re-
forming intelligence services in their respective countries. One of the common 
features they underline is the delegation of police functions to intelligence ser-
vices, leading to overlapping mandates with other security agencies. This situa-
tion is typical for the post-communist countries (e.g., Poland and Ukraine), 
where mandated tasks of intelligence agencies have included investigation and 
pre-trial functions. Authors draw attention to the fact that multi-tasking is heav-
ily influenced by the lingering Soviet legacy when these countries failed to fully 
overcome it. The cases in this issue show intelligence sector transformations as 
results of traumatic catalysts rather than gradual evolution. Authors recommend 
acting decisively and rapidly in such cases. They also argue that unless there is a 
specific necessity, the reform of the sector is not going to happen quickly. 

Weak civilian control is pervasive in the area discussed, along with poor par-
liamentary control and a dearth of citizens’ watchdogs. In addition, limited or 
non-existent judicial oversight of intelligence agencies is regarded by contribu-
tors as a significant shortcoming. They underline that accountability and effec-
tiveness of intelligence services remain limited, as is the public trust. While na-
tional legislation on civilian oversight is nominally in place, civilian control is ham-
pered by the dominance of presidents over legislatures and the politicization of 
the intelligence sector (e.g., the articles on Indonesia and Ukraine), the inade-
quate capacity of parliamentarians and parliamentary staffers, and insufficient 
pressure from civil society. In addition, judicial control is only vaguely articulated 
in national regulatory frameworks. 

Another challenge outlined by the authors is the disproportionate use of in-
telligence and surveillance methods by governments to combat the global 
COVID-19 pandemic. The powers of intelligence services have been extended for 
mass surveillance in many countries. Yet, as the authors note, the weakness of 
civilian control could induce the services to continue using this extended power 
in the post-Covid situation. This may seriously infringe on the privacy rights of 
citizens, as proponed in some papers. Moreover, contributors alarm that regula-
tory activities of many countries, including the EU, in the realm of Artificial Intel-
ligence do not match the pace of development of these technologies. Authors 
call for immediate actions of governments in this domain.  

As a whole, this issue represents a collection of papers featuring these and 
other setbacks of intelligence sector transformation in different countries and 
regions. Progress of reforming intelligence services is also highlighted.  

The editors are convinced that this special issue will help to fill important gaps 
in the discussion of intelligence services transformation and oversight. 
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Disclaimer 

The views expressed are solely those of the authors and do not represent official 
views of the PfP Consortium of Defense Academies and Security Studies Insti-
tutes, participating organizations, or the Consortium’s editors. 
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